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Guntur Dharma Putra, PhD
● Dosen DTETI Fakultas Teknik UGM
● Head of Systems Research Group
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● Asesor BNSP
● Anggota Tim Pokja Blockchain - Metamesta DIKTI
● Anggota IEEE, ACM, PII
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● Sarjana Teknik Elektro UGM 󰏙 
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University of Groningen, the Netherlands 󰐗 
● PhD in Computer Science and Engineering UNSW Sydney, 
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Intro to 
Cybersecurity

● What is Cybersecurity?
● Why it is important?
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What is Cybersecurity?

● Cybersecurity is the art of protecting networks, devices, and data 
from unauthorized access or criminal use and the practice of 
ensuring confidentiality, integrity, and availability of information. 
(America’s Cyber Defense Agency)

● Cybersecurity -> Encompasses technologies, processes, and 
policies designed to prevent, detect, and respond to cyber attacks.

● https://www.scirp.org/journal/paperinformation?paperid=121421 

#
#
#
#
https://www.scirp.org/journal/paperinformation?paperid=121421
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Some “Big” Cybersecurity Incident

#
#
#
#
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Some “Big” Cybersecurity Incident

Malware caused blackouts!

#
#
#
#
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2023 RTE Realibility Report 

Case Study: RTE (France's transmission system operator)

2018 RTE Realibility Report 

#
#
#
#
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Why it is important?

● Prevent economic losses
● Prevent compromising public safety
● Operational continuity
● Privacy preservation
● Data protection
● Many more…

#
#
#
#
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Core Principles ● CIA Triad
● Applying the Principles
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CIA Triad

● Confidentiality
● Integrity
● Availability

Availability

Integrity Confidentiality

#
#
#
#
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CIA Triad: Confidentiality

● Ensuring that sensitive information is accessible only to authorized 
individuals.

● Effort to make sensitive information kept secret or private

#
#
#
#
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CIA Triad: Confidentiality - Implementation Example

● Access Controls: Restricting system access to authorized users.
● Encryption: Encoding data to prevent unauthorized reading.
● Data Masking: Obscuring specific data elements to protect privacy.
● MFA: Multi Factor Authentication system

#
#
#
#
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CIA Triad: Integrity

● Maintaining the accuracy, consistency, and trustworthiness of data 
over its lifecycle.

● Effort to make sure data is trustworthy and free from tampering.

#
#
#
#
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CIA Triad: Integrity - Implementation Example

● Hash Functions: Generating unique digital fingerprints for data 
verification.

● Digital Signatures: Authenticating the source and integrity of digital 
messages.

● Audit Trails: Keeping detailed records of data access and 
modifications.

#
#
#
#
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CIA Triad: Availability

● Ensuring that information and resources are accessible to 
authorized users when needed.

● Even if data is kept confidential and its integrity maintained, the 
systems, networks, and applications must be functioning as they 
should and when they should.

#
#
#
#
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CIA Triad: Availability - Implementation Example

● Redundancy: Deploying multiple systems or components to prevent 
single points of failure.

● Load Balancing: Distributing network traffic to maintain 
performance during high-demand periods.

● Regular Backups: Creating copies of data to restore availability in 
case of disruptions.

#
#
#
#
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Applying CIA Triad to Critical Infrastructure

● Confidentiality: Protecting sensitive operational data and control 
systems from unauthorized access to prevent espionage or 
sabotage.

● Integrity: Ensuring that data transmitted within and between 
systems remains unaltered, preserving the reliability of monitoring 
and control operations.

● Availability: Guaranteeing that critical systems and data are 
accessible to authorized personnel, especially during emergencies, 
to maintain operational continuity.

#
#
#
#
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Threat Landscape
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Types of Cyber Threat

● Malware
● Phising
● Social Engineering
● Denial of Service (DoS) Attack
● Man-in-the-Middle (MitM) Attack
● Insider Threats

#
#
#
#
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Types of Cyber Threat : Malware

● Malicious software 
designed to disrupt, 
damage, or gain 
unauthorized access to 
computer systems.

#
#
#
#
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Types of Cyber Threat : Malware

● Viruses: Attach to files and replicate when executed.
● Worms: Self-replicate to spread across networks without user 

intervention.
● Trojans: Disguise as legitimate software to deceive users into 

installation.
● Ransomware: Encrypts data and demands payment for decryption.
● Botnet: Malware that gain access to devices through a piece of 

malicious coding -> remote devices

#
#
#
#
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Types of Cyber Threat : Malware

● Adware: Display unwanted advertisements
● Spyware: Collects information about users without their knowledge.
● Rootkit: Gain root remote control victim devices
● Fileless Malware: Malware that uses software, applications, and 

protocols already built-in or native to device operating systems to 
install and execute malicious activities via memory

● Malvertising: malware that comes from ads on legitimate websites

#
#
#
#
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Types of Cyber Threat : Phishing

● Attackers impersonate legitimate entities to deceive individuals into 
providing sensitive information.

#
#
#
#
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Types of Cyber Threat : Phishing - Web Phishing

● Can you spot the difference?
● Which one is real?

#
#
#
#
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Types of Cyber Threat : Phishing

● Another Methods:
○ Email Phishing: Sending fraudulent emails to trick recipients.

○ Spear Phishing: Targeting specific individuals with personalized messages.

○ Smishing: Using SMS messages to phish for information.

○ Vishing: Conducting phishing attacks via voice calls.

#
#
#
#
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● Psychological manipulation of individuals into performing actions or 
divulging confidential information.

Types of Cyber Threat : Social Engineering

#
#
#
#
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● Examples:

Types of Cyber Threat : Social Engineering

#
#
#
#
http://www.youtube.com/watch?v=Pd7x2bHVSAs
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Types of Cyber Threat : DoS Attack

● Denial of Service (DoS) Attack: An attack aimed at making a 
machine or network resource unavailable to its intended users by 
overwhelming it with traffic.

#
#
#
#
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Types of Cyber Threat : DoS Attack

● Denial of Service (DoS) Attack -> more practical -> Distributed 
Denial of Service (DDoS) Attack

● DDoS usually uses botnets

#
#
#
#
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Types of Cyber Threat : Man-in-the-Middle Attack

● An attack where the attacker secretly intercepts and possibly alters 
data exchanged between two parties.

#
#
#
#
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Types of Cyber Threat : Man-in-the-Middle Attack

● Methods:
○ Session Hijacking: Taking over a user's session to gain unauthorized access.

○ SSL Stripping: Downgrading HTTPS connections to HTTP to intercept data.

○ Wi-Fi Eavesdropping: Intercepting data over unsecured or compromised Wi-Fi 

networks.

#
#
#
#
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Types of Cyber Threat : Insider Threats

● Threats originating from within the organization, such as employees 
or contractors, who have access to sensitive information.

#
#
#
#
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Types of Cyber Threat : Insider Threats

● Types:
○ Malicious Insiders: Individuals who 

intentionally misuse their access.

○ Negligent Insiders: Individuals who 

inadvertently cause harm through 

carelessness.

○ Accidental Insiders: Individuals who have 

done standard operating procedures but still 

get hacked

○ Compromised Insiders: Individuals whose 

credentials have been stolen and are used 

by external attackers.

#
#
#
#
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Types of Cyber Threat : Insider Threats

● Indodax Insider Threats Example:

#
#
#
#
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Attack Framework
● Lockheed Martin Cyber Kill Chain
● The MITRE ATT&CK Framework
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Lockheed Martin’s Cyber Kill Chain Framework

● Developed by Lockheed Martin, 
the Cyber Kill Chain is a model that 
outlines the stages of a 
cyberattack, providing a 
structured approach to predict 
and counteract potential threats.

#
#
#
#
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Cyber Kill Chain: Reconnaissance

● Attackers gather information about the target organization to 
identify potential vulnerabilities.

● Port scanning, email addresses, server information, etc

#
#
#
#
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Cyber Kill Chain: Weaponization

● Creating malicious payloads, such as malware or phishing emails, 
tailored to exploit identified vulnerabilities.

#
#
#
#
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Cyber Kill Chain: Delivery

● Transmitting the malicious payload to the target via methods like 
email, websites, or USB drives.

#
#
#
#
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Cyber Kill Chain: Exploitation

● Executing the malicious code to exploit vulnerabilities and gain 
unauthorized access.

#
#
#
#
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Cyber Kill Chain: Installation

● Installing malware to establish a persistent presence within the 
target system.

#
#
#
#
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Cyber Kill Chain: Command and Control (C2C)

● Establishing communication between the compromised system and 
the attacker's server for remote control.

#
#
#
#
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Cyber Kill Chain: Actions on Objectives

● Carrying out the attacker's goals, such as data exfiltration, system 
damage, or espionage.

#
#
#
#
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The MITRE ATT&CK Framework

● The MITRE ATT&CK (Adversarial Tactics, Techniques, and Common 
Knowledge) framework is a comprehensive knowledge base that 
catalogs adversary tactics and techniques based on real-world 
observations.

#
#
#
#
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The MITRE ATT&CK Framework

● The framework is organized into matrices, each representing a 
different domain:

○ Enterprise: Covers traditional IT environments, including Windows, macOS, 

Linux, and cloud platforms.

○ Mobile: Focuses on mobile devices and platforms.

○ ICS: Pertains to Industrial Control Systems.

#
#
#
#
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The MITRE ATT&CK Framework

● Each matrix consist of 
○ Tactics: The adversary's technical objectives during an attack (e.g., Initial 

Access, Execution).

○ Techniques: Specific methods used to achieve these objectives.

○ Sub-techniques: More detailed breakdowns of techniques.

#
#
#
#
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The MITRE ATT&CK Framework

#
#
#
#
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What these two attack frameworks are for?

● Develop threat models and methodologies.
● Enhance detection and response strategies.
● Conduct adversary emulation and red teaming exercises.
● Assess and improve security posture by identifying coverage gaps.

#
#
#
#
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Comparing the Frameworks

● Focus: The Cyber Kill Chain provides a high-level overview of the 
stages of an attack, while the MITRE ATT&CK framework offers 
detailed information on specific tactics and techniques used by 
adversaries.

● Application: The Cyber Kill Chain is useful for understanding the 
progression of an attack, whereas the MITRE ATT&CK framework 
assists in developing specific detection and mitigation strategies.

#
#
#
#
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Key Security 
Frameworks and 

Standards

● NIST Cybersecurity Framework
● ISO/IEC 27001
● CIS Controls
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NIST Cybersecurity Framework

● The National Institute of Standards and Technology (NIST) 
Cybersecurity Framework (CSF) is a voluntary guidance designed to 
help organizations manage and reduce cybersecurity risks. 

● It provides a common language for understanding, managing, and 
expressing cybersecurity risk to internal and external stakeholders. 

● The latest version, CSF 2.0, was released in February 2024.

#
#
#
#
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NIST Cybersecurity Framework: Core Component

● The CSF is organized around six key functions:
○ Identify: Develop an understanding of organizational context, resources, and 

risks.

○ Protect: Implement safeguards to ensure critical services are delivered.

○ Detect: Develop activities to identify cybersecurity events.

○ Respond: Implement plans to respond to detected cybersecurity incidents.

○ Recover: Maintain plans for resilience and restoration of services.

○ Govern: Establish and communicate organizational cybersecurity policies and 

procedures.

#
#
#
#
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NIST Cybersecurity Framework: Implementation

● Organizations can customize the CSF to their specific needs, aligning 
it with existing processes and risk management strategies. 

● The framework also provides informative references to other 
standards and guidelines, facilitating integration with various 
cybersecurity practices.

#
#
#
#


www.ugm.ac.id Locally Rooted, Globally Respected

ISO/IEC:27001

● ISO/IEC 27001 is an international standard that specifies the 
requirements for establishing, implementing, maintaining, and 
continually improving an Information Security Management System 
(ISMS). 

● It aims to help organizations manage sensitive information 
systematically and securely.

#
#
#
#
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ISO/IEC:27001 - Key Components

● Context of the Organization: Understanding internal and external 
issues relevant to the ISMS.

● Leadership: Top management commitment and leadership in 
establishing the ISMS.

● Planning: Addressing risks and opportunities, setting information 
security objectives.

● Support: Providing resources, competence, awareness, 
communication, and documented information.

#
#
#
#
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ISO/IEC:27001 - Key Components

● Operation: Implementing and controlling the processes needed to 
meet ISMS requirements.

● Performance Evaluation: Monitoring, measurement, analysis, 
evaluation, internal audit, and management review.

● Improvement: Addressing nonconformities and implementing 
continual improvement.

#
#
#
#
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ISO/IEC:27001 - Controls

● ISO/IEC 27001 lists 93 controls organized into four themes:
○ Organizational Controls: Policies, procedures, and organizational structures.

○ People Controls: Screening, terms and conditions of employment, 

awareness, education, and training.

○ Physical Controls: Secure areas, equipment security, and environmental 

controls.

○ Technological Controls: Network security, access control, and system 

acquisition.

#
#
#
#
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CIS Control

● The Center for Internet Security (CIS) Controls are a set of best 
practices for securing IT systems and data against cyberattacks. 

● They are developed and maintained by a global community of 
cybersecurity experts and are updated periodically to address 
emerging threats.

#
#
#
#
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CIS Control - Version 8 

● The latest version, CIS Controls v8, includes 18 controls that are 
outcome-based and aligned with current technologies and evolving 
threats. 

● These controls are organized into three Implementation Groups 
(IGs) to help organizations prioritize implementation:

○ IG1: Basic cyber hygiene; essential for all organizations.

○ IG2: Builds upon IG1; for organizations with moderate resources and risk 

exposure.

○ IG3: Builds upon IG2; for organizations with significant resources and risk 

exposure.

#
#
#
#
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CIS Control - Key Controls

● Inventory and Control of Enterprise Assets: Actively manage all 
hardware assets.

● Inventory and Control of Software Assets: Actively manage all 
software assets.

● Data Protection: Protect data throughout its lifecycle.
● Secure Configuration of Enterprise Assets and Software: Establish 

and maintain secure configurations.
● Account Management: Use processes and tools to assign and 

manage access rights.

#
#
#
#
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Key Takeaways

● Cybersecurity
● CIA Triad
● Cyber Threat Landscape
● Attack Framework
● Security Framework and Standards
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“It takes 20 years to build a reputation and five minutes to ruin it.” 
– Warren Buffet -

Thanks!

#
#
#
#

