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What is Blockchain?

“A blockchain is a growing list of records, called blocks,
that are linked together using cryptography. Each block
contains a cryptographic hash of the previous block,

a timestamp, and transaction data.”

—Wikipedia
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What My Talk is All About

» Securing the
Internet of Things

* Interoperable Self-
Sovereign ldentity
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loT Access Control
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Authentication and Authorization

“ Access Denied

Q (IIXTT] You do not have access to the page you requested.
|

' Return o home page

Authentication Authorization
(Access Control)

* Protect resources from unwanted access.
* Managed by centralized authority.
 Current Schemes: Role-Based, Attribute-Based, Access Control List, etc.
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Blockchain for Access Control (AC) in loT

Distributed ledger for Smart contract for secure
policies storage AC logic

Hierarchical architecture

Removes Trusted Third

Party More transparency

¥

! Things to improve !

Due to scalability and dynamic interaction of 10T nodes, it is imperative to build dynamic
and flexible access control system.
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Trust Management in Access Control

,_l Goals !

» To capture dynamics and to improve security
» To detect and eliminate misbehaving nodes
» To prevent attacks from compromised nodes.

(I Methods !

\
« Continuous evaluation of trust value of
participating nodes
* Trust values as additional attributes in the
access control policies
\_ )

il

(
* invulnerability of attacks in trust-based systems
* tamper-proof storage to keep track of trust
values
* smart contract to replace centralized processing
for dynamic trust evaluation.
. J
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System Model — Architectural Components

g h i \1 o ’ :
« Service Consumers (SC) : O 60 e - - - - oo S >! provider
* Request resources : <SmartConvast]  isbshavior Eieis > (Sp)d

Service Providers (SP) '\ loT Devices |

loT Devices !

~

- Provide resources AT e
. Attribute Authority (AA) g i

* Issues legitimate attributes - L 2
 Dedicated Data Storage Y A T 5

« Stores data for long ,___'_ _____________________ v
. E Blockchain Network

_/\_/\

Dedicated Data '

A? Attribute
. . H
Storage ,' Access Validation tr. Registration - Aythority (AA)

storage | T L puthonty (A) ’

v
timespan (off-chain) ; \?
Private Blockchain Network .

» AC logic and policies

------- Off-chain communication — On-chain transaction

Public Key as Identifier

.................... Blockchain events
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System Model — Smart Contracts

7

» Policy Contract
« Manages access policies
» Validates access request

* Trust and Reputation
System
« Computes reputation
score
 Stores reputation score

« Attribute Provider
» Validates requester’s
attributes
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Blockchain events

Attr. Registration .

~ -7 -

<= Jomensibay My

- =y

Attribute
Authority (AA)

I

On-chain transaction
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Trust and Reputation System

4 N 4 .
Trust Reputation
« Subjective belief that an entity will act « Global perception of an entity’s
honestly. behavior.
« Computed and stored on each SP » Collaboratively recorded in the
* Thetrust of a node A may vary across blockchain
SPs. « Computed by CTR;gs and stored on
the blockchain
I = Z ]/(n_i) 5 5 = {51105 If positive interaction .
n £ - 0i 5neg If negative interaction Rep;, = (Z ﬁtﬂ(n_t) ) ln(Npeers)
Ageing function ' t=1
Ti,j (In) = qa. e—b.e_c'ln B, = {ﬁpos If positive interaction
L Gompertz growth function ) \ Preg If negative interaction
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Access Control Scheme

Access is given to SC if Access control is
the policy P, is satisfied enforced by CTRp,,

Attribute Based
Access Control

(ABAC)

Request via SP — Request via CTR,
Strict — Relaxed
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Device Attributes

o

Service
Consume

{

Attribute definition

of" = (key, type, val)

W

Attribute Authority
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Attribute registration

TXreg = [Ai|Siggc|timestamp|Sig 4 4]

CTR,p

&, attribute m of SC;

A’i set of attributes of SC;
SZgSC signature SC of A;
Sigaa signature SC of A;

Attribute stored.

Blockchain: Beyond Cryptocurrencies
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Access Policies

Gk

Service
Consume

!

Policy definition

P"",C = (Apa Cp, Tp, Repmtn)

Policy registration

TX poi = [rp|Tp|Ap| RePmin|cp|timestamp| Sigs p]

CTRyq

Policy stored.
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»& access policy of resource r in context «

set of required attributes
Cp context
set of allowed actions

Repmin minimum reputation score
resource identifier

Sigsp signature of SP
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Authorization via SP — Strict

SC authorizes via SP

E &I d 1. R={(r1.8),Sigh.

Data Attribute Policy Service Service TX p = [rl71S|Sick~|Si
Storage TRS Provider Contract Provider  Consumer 2. B [ 7IS]Sigsc| gSP]
1R
2. TXR 3. Attribute and Reputation Check
3a. Attr Check /' Reputatjon Check
r: 3b. Reputation Check I 4. TokenR = (Rep,i, EmpR, l, t>
4. Tokeng |
b5a. o . . . P
5b.o 5. Finalization by SP Decision; j = Q[Ti,ja Repﬂ
< 6.0.R )
< z / o = Sigsk s, (Tokeng)
_ 7.Val(o,R)
- i 8. Ean(Data) Trus: Ch eCk 6_ <O-, R)
7. Validation
8. Returnencrypted data
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Authorization via CTR,,, — relaxed

SC authorizes via Smart Contract

& (A 1.  Without Siggsp

TRS C ; .
Storage Provider Contract onsumer 2.  Attribute and Reputation Check
1. TXR
o 22 Atir Check |- 3. Tokengr = (Rep,;, Expg, 1)
< > . . g , 79 Ry
I b Reputalion Check | 4™ Repuitation Check
P 3a. TokenR 3b. TokenR 4 ACCGSS req UeSt
P 4. Tokeng i
5. Val(Tokeng)_ 5. Validation
- ' 6. Ency(Data) R

6. Returnencrypted data
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Proof-of-concept Implementation

Docker (isolated)

Miner .
Container: Network Bridge

- :

Containerl: Container2: Container-n:
Geth Geth aoc Geth

JSON R JSQN RPC JSON RP

™~

Ethereum
network

Docker Engine (Port Forwarding)

Host machine (for benchmarking)
macOS
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1400 4 -/A- via SP
% via CTRpgy .

1200 A

—. 1000 - %‘
(2] % —%/

800 A

Latency (m

600 -

400 - «é'% L . o %%

200 g--& o S

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
Num of concurrent request
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Simulated in 30 times measurements
LatenCySP > LatenCySmart Contract
Linear trend in both access type

Access via SP may introduce bottle
neck
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* Policy Contract:
»  Stores access policy
* Trust and Reputation System
* Record misbehavior and
calculate reputation

* Attribute Provider:

«  Stores legitimate attributes.

1.2 M-

1M

800 k

600 k

Gas used

400 k 1

200 k 1

1,151,830

A Contract Deployment
E=3 Transaction

705,998
655,672

318,444

4,
194651 174,078

o < & @ o (@
Qo\\d V&Q‘o < 0\\0\ (0\49‘\?\ (S
Methods Tvpe Gas Usad Elapsed Time (ms)
Method Contract yp Min Max Average Min Max Average
- CTRap Ctr. depl. - - 655 608.00+ 0.00 1332.3 18574.65 5724.71+ 4.08K
- CTRpol Ctr. depl. - - 1654 067.00+ 0.00 1331.91 12074.71 5078.07+ 2.83K
- CTRtRrs Ctr. depl. - - 1036 234.00+ 0.00 1158.60 14877.57 5367.94+ 3.12K
regAttr CTRap Func. call 159014 174078 159575.86+ 2.69K  1031.16 9150.20 4784.21+ 1.89K
regPol i cy CTRpol Func. call 303422 318422 303922.00+ 2.69K 605.43 25747.86 5795.94+ 5.38K
recM sbhehavi or CTRtrs Func.cal 100055 195334 103230.97+ 1.71K  1580.69 12177.24 5092.43+ 2.65K
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Reputation

20.09 -+ Npeers=2

17.5 - — Npeers=3

o= NPeers=4 o
15.0 A1

12.5 - eSS

10.0

reputation

7.5 1
5.0 A1

2.5 1

0.0 1

0 20 40 60 80 100
# interaction

n
Rep;, = (Z .Btl(n_t) > ln(Npeers)
t=1

. Beta: 10
. Lambda: 0.95

Trust
1
. L — /——ﬁ'ﬂf
[92] ‘.
2 ' 7
= A \
0 - / “w“
1 -
e pBe 3 1
5 ;
Ky .
0- ‘-'; T T T T T T T tmgﬂmgqlf_
0 20 40 50 60 70 80 100 125

# interaction

n
— (n-0 §.
= ZV -0 . Gamma: 0.95

Ageing function * a:l (asymptOte)
. b: -6 (x-axis displacement)

T (I -a —b.e~CIn
i) = a.e - c:-0.1 (growth rate)

Gompertz growth function

ICITISEE 2024 Keynote Blockchain: Beyond Cryptocurrencies 29 August 2024



Summary

- Authentication and authorization are necessary in computer systems, even for
loT.

- 10T needs special requirement for authentication and authorization.

- Centralization has its own drawbacks, especially single point of failure.

- Blockchain has the potential of improving authorization scheme for IoT.

- Trust management has the potential to achieve a dynamic and flexible access
control.
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Self-Sovereign ldentity
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[ ASPECTS OF IDENTITY

DEFINITION

Identity is the collection of
attributes, beliefs, and experiences
that shape how an individual
perceives themselves and how
they are perceived by others. It
encompasses personal, social, and
cultural components, often
evolving over time. In sociology,
we create categories of ‘aspects’,
outlined to the right.

ASPECTS

e Gender
e Sex

* Race

e Ethnicity

e Social Class

e Ability and Disability
Relationship Status
Age

Religion

Family

HELPFULPROFESSOR.COM
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A credential is a piece of any document that details a
gualification, competence, or authority issued to an individual by
a third party with a relevant or de facto authority or assumed

competence to do so.

- Wikipedia

Blockchain: Beyond Cryptocurrencies
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Problems with
digital credential
sharing

* Single point failure
* Hard to achieve trust between
sharing parties

* Cannot be easily verified
online

* Disclose more than necessary
(oversharing)
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INDONESIA

HOME MARKET INVESTMENT NEWS ENTREPRENEUR SYARIAH LIFESTYLE

FOTO VIDEO INFOGRAFIS

CNBC Indonesia Tech Berita Tech

Heboh! Data KTP Hingga Nomor HP 279 Juta
Warga RI Bocor?

TECH - roy, CNBC Indonesia 20 May 2021 16:17
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Privacy
Firestorms

Social media, search
engines, others

New Use Cases
Credentialing,
Claims/Verification,
Authentication, etc

Strong Privacy

Regulations
GDPR, CCPA, others

7 Key Drivers
for Decentralized
Identity

Blockchain

Enablement
Technology, Sovrin,
etc

Blockchain: Beyond Cryptocurrencies

-

Hacking,

Breaches
Erosion of trust in
centralization

Availability

Attacks
Ransomware, DDoS,

Privacy
Leadership
Corporations,

associations, others )
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Data Model — Verifiable Credentials

P rt
Subject el

Pat
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Value

alumniOf

Example University

k L

Verifiable Credential

Credential Metadata

Claim(s)

Proof(s)

~
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Data Model — Verifiable Credentials (2)

AlumniCredential

A
type

issuanceDate credentialSubject

7
/
I
I
I
I
I
I
I
I 2010-01-01T19:37.24Z <
I
I
I
I
I
I
I
I
\
P ————
1
: RsaSignature2018
I
I
I
: 2017-06-18T21:19:10Z
I
|
I
|
1
\

ICITISEE 2024 Keynote

Credential Graph

issuer

Example
University

created

signatureValue
creator

\
Example University
Public Key 7

Blockchain: Beyond Cryptocurrencies

AlumniOf

Y

Example University

34dj239dsj328

BavE110...3JT24=
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Store diploma in user’s
personal data store

ErO

DIF Identity Hub

Users

| L]

DIF Universal Resolver

Present signed diploma
Recipients can independently

verify issuance and presentation
of diploma

DID-signed diploma
issued by university

Microsaft Decentralized ID whitepaper

Blockchain: Beyond Cryptocurrencies

Potential employers
and professional
network

o

L O

University
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Interoperable Self Sovereign Identity Architecture

Interoperable Self Sovereign Identity Architecture

ENTTRPVESE SEFVICES

@ Tha Internet
Mo oM c o)

N 00 " "OC" oG
~ 7 Distribusod Lodger

T 7 Aty 3
OID4vC '}
‘. =~ a
Dervioe L

‘:. s e mce . sl -‘\H-H\H"L -l.'

= o
v 7 Framaswark Con Fu ity

f
£ :

DIDCamm Protocols +— Controller REST AR

= e
camm}% q.%l

Basingss Loge |
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Thank you
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Scheme

e
did:example:123456789%9abcdefghi

| 1
DID Method DID Method-Specific Identifier
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The standard elements of a DID doc

DID (for self-description)

Set of public keys (for verification)

Set of auth methods (for authentication)
Set of service endpoints (for interaction)

Timestamp (for audit history)

O 1S

Signature (for integrity)
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