
ICITISEE 2024 Keynote Blockchain: Beyond Cryptocurrencies 29th August 2024

Blockchain: Beyond Cryptocurrencies

Dr. Guntur D Putra

Presented at

The 2024 8th International Conference on Information 
Technology, Information Systems and Electrical 

Engineering (ICITISEE)

Grand Keisha Yogyakarta, Indonesia



ICITISEE 2024 Keynote Blockchain: Beyond Cryptocurrencies 29th August 2024 2

Guntur Dharma Putra
gdputra@ugm.ac.id

Education

Electrical Engineering

Universitas Gadjah Mada, Indonesia — B.Eng. (2014)

Information Science

Saga University, Japan — Non-Degree (2012)

Computing Science
University of Groningen, the Netherlands — M.Sc. (2017)

Computer Science and Engineering
UNSW, Australia — Ph.D. (2022)

Affiliation

Assistant Professor
Department of Electrical and 
Information Engineering

UGM

Area of research

Distributed Systems
Security and Privacy
Blockchain

Internet of Things

Online Profile

gtrdp

guntur-dharma-putra

user=L_dr0dIAAAAJ

https://gdputra.github.io

https://github.com/gtrdp
https://www.linkedin.com/in/guntur-dharma-putra/
https://scholar.google.com/citations?user=L_dr0dIAAAAJ
https://gdputra.github.io/


ICITISEE 2024 Keynote Blockchain: Beyond Cryptocurrencies 29th August 2024 3

Guntur Dharma Putra
gdputra@ugm.ac.id

Service

Conferences:
2024: IEEE PerCom, IEEE ICBC, IEEE Blockchain, IEEE 
Metacom

2023: IEEE MetaCom, ICBC, IEEE Blockchain
2022: ICBC, INFOCOM, Blockchain

2021: ICDCS, ICBC, IEEE MASS, BRAINS, LCN, ISCC
2020: IEEE DAPPS, ICBC, ICC

Journals:
Elsevier - Pervasive and Mobile Computing

Elsevier - Journal of Information Security and Applications
Elsevier - Ad Hoc Networks
Elsevier - Applied Ergonomics

Elsevier - Computer Communications
Elsevier - Computer Networks

IEEE Transactions on Network and Service Managements
IEEE Computer Magazine
IEEE Transactions on Vehicular Technology

IEEE Internet of Things Journal
IEEE Internet of Things Magazine

IEEE Access
IEEE Security and Privacy
ACM Transactions on Internet of Things

Membership

Member, Institute of Electrical and Electronics 
Engineers (IEEE)
Member, IEEE Communications Society

Member, IEEE Computer Society
Member, Association for Computing Machinery 

(ACM)
Member, The Institution of Engineers 
Indonesia (PII)

Community Service



ICITISEE 2024 Keynote Blockchain: Beyond Cryptocurrencies 29th August 2024

What is Blockchain?

4

“A blockchain is a growing list of records, called blocks, 

that are linked together using cryptography. Each block 

contains a cryptographic hash of the previous block, 

a timestamp, and transaction data.”

–Wikipedia
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What My Talk is All About

5

• Securing the 

Internet of Things

• Interoperable Self-

Sovereign Identity
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IoT Access Control
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Authentication and Authorization

• Protect resources from unwanted access.
• Managed by centralized authority.

• Current Schemes: Role-Based, Attribute-Based, Access Control List, etc.

Authentication Authorization

(Access Control)
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Due to scalability and dynamic interaction of IoT nodes, it is imperative to build dynamic 

and flexible access control system.

Blockchain for Access Control (AC) in IoT

Things to improve

Removes Trusted Third 

Party

Distributed ledger for 

policies storage 

More transparency

Smart contract for secure 

AC logic
Hierarchical architecture
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Trust Management in Access Control

• To capture dynamics and to improve security

• To detect and eliminate misbehaving nodes

• To prevent attacks from compromised nodes.

• Continuous evaluation of trust value of 
participating nodes

• Trust values as additional attributes in the 

access control policies

Goals

Methods

• invulnerability of attacks in trust-based systems
• tamper-proof storage to keep track of trust 

values

• smart contract to replace centralized processing 

for dynamic trust evaluation.

Blockchai

n
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• Service Consumers (SC)

• Request resources

• Service Providers (SP)

• Provide resources

• Attribute Authority (AA)

• Issues legitimate attributes

• Dedicated Data Storage

• Stores data for long 

timespan (off-chain)

• Private Blockchain Network

• AC logic and policies 

storage

System Model – Architectural Components

IoT Devices

TRS
(CTRTRS )

Policy Contract
(CTRpol )

Attribute Provider
(CTRAP )

Blockchain Network

Attribute
Authority (AA)
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Authorization via SP
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Smart Contract
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Misbehavior Events

Authorization
Validation

Off-chain communication On-chain transaction

Blockchain events

Dedicated Data
Storage

Public Key as Identifier

• Service Consumers (SC)

• Request resources

• Service Providers (SP)

• Provide resources

• Attribute Authority (AA)

• Issues legitimate attributes

• Dedicated Data Storage

• Stores data for long 

timespan (off-chain)

• Private Blockchain Network

• AC logic and policies 

storage
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• Policy Contract

• Manages access policies 

• Validates access request

• Trust and Reputation 

System

• Computes reputation 

score

• Stores reputation score

• Attribute Provider

• Validates requester’s 

attributes

System Model – Smart Contracts

IoT Devices

TRS
(CTRTRS )

Policy Contract
(CTRpol )

Attribute Provider
(CTRAP )

Blockchain Network

Attribute
Authority (AA)

IoT Devices

Authorization via SP

Authorization via
Smart Contract

Service Consumer

(SC)
Service

Provider
(SP)
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Access Validation
Attr. Registration

Misbehavior Events

Authorization
Validation

Off-chain communication On-chain transaction

Blockchain events

Dedicated Data
Storage

• Policy Contract

• Manages access policies 

• Validates access request

• Trust and Reputation 

System

• Computes reputation 

score

• Stores reputation score

• Attribute Provider

• Validates requester’s 

attributes
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Trust and Reputation System

Trust

• Subjective belief that an entity will act 

honestly.
• Computed and stored on each SP

• The trust of a node A may vary across 
SPs.

Reputation

• Global perception of an entity’s 

behavior.
• Collaboratively recorded in the 

blockchain
• Computed by CTRTRS and stored on 

the blockchain
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Access Control Scheme

Access is given to SC if 

the policy Pr,c is satisfied

Access control is 

enforced by CTRPol

Attribute Based 

Access Control 

(ABAC)

Request via SP –

Strict

Request via CTRpol

– Relaxed
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Device Attributes

Attribute definition

Attribute registration

Service 
Consume

r
Attribute Authority CTRAP

Attribute stored.

attribute m of SCi

set of attributes of SCi

signature SC of Ai

signature SC of Ai
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Access Policies

Policy definition

Policy registration

Service 
Consume

r

CTRpol

access policy of resource r in context c

set of required attributes

context 

set of allowed actions

minimum reputation score

resource identifier

signature of SP

Policy stored.
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Authorization via SP – Strict
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Authorization via CTRpol – relaxed

Data

Storage
TRS

Policy

Contract
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Service
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2a. Attr Check

2b. Reputation  Check
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6. Enck(Data)
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SC authorizes via Smart Contract

1. Without  

2. Attribute and Reputation Check

3.

4. Access request

5. Validation

6. Return encrypted data

Reputation Check
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Proof-of-concept Implementation

Network Bridge

Docker (isolated)

Container1:
Geth

Host machine (for benchmarking)

macOS

Ethereum
network

Miner 
Container:
Geth

Container2:
Geth

Container-n:
Geth…

web3py

JSON RPC JSON RPC

Smart Contract
Attribute Provider

Smart Contract
Policy

Docker Engine (Port Forwarding)

Smart Contract
TRS

JSON RPC
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• Simulated in 30 times measurements

• LatencySP > LatencySmart Contract

• Linear trend in both access type

• Access via SP may introduce bottle 

neck
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TABLE I
A SUMMARY OF GAS USED AND ELAPSED TIME FOR CONTRACT DEPLOYMENTS AND FUNCTION CALLS.

Methods
Type

Gas Used Elapsed Time (ms)
Method Contract Min Max Average Min Max Average

- CT RA P Ctr. depl. - - 655 608.00± 0.00 1332.3 18 574.65 5724.71± 4.08K
- CT Rpol Ctr. depl. - - 1 654 067.00± 0.00 1331.91 12 074.71 5078.07± 2.83K
- CT RT R S Ctr. depl. - - 1 036 234.00± 0.00 1158.60 14 877.57 5367.94± 3.12K
r egAt t r CT RA P Func. call 159 014 174 078 159 575.86± 2.69K 1031.16 9150.20 4784.21± 1.89K
r egPol i cy CT Rpol Func. call 303 422 318 422 303 922.00± 2.69K 605.43 25 747.86 5795.94± 5.38K
r ecMi sbehavi or CT RT R S Func. call 100 055 195 334 103 230.97± 1.71K 1580.69 12 177.24 5092.43± 2.65K

In our framework, trust refers to SP ’s subjective view of

a node from its previous interactions, in which high value of

trust indicates a belief that the node has a high probability of

acting normally and low trust value indicates otherwise. On

the other hand, reputation is a global view of a node behavior,

which is progressively evaluated in each interactions recorded

in the blockchain. As both of the values are computed using

different formulas, i.e., Eq. 5 and 7 for trust, and Eq. 9 for

reputation, and also calculated by different instance, different

trust and reputation value for a single SC is expected.

There are several limitations of our proposed framework.

Recall in Section IV-A, we separate logic and data imple-

mentation for the smart contract. This scheme may help to

enforce secure smart contract upgrade, as the logic for smart

contract can be updated by marking a contract obsolete and

deploying anew contract, if bugsarediscovered. However, this

scheme does not allow data structure updates. If the contract is

updated, the logic may change but the data structure remains

the same. Another limitation is, our framework only supports

IoT device which has sufficient computational power to do

asymmetric encryption.

We introduce blockchain in our framework to remove

centralized processing and to enhance the security of access

control. In case where a node A wants to ruin node B ’s

reputation, i.e., bad mouthing attack, the request signature

proves the originality of the sender. Hence a node cannot

simply use others token to maliciously drop its reputation.

Fig. 7. Trust value evolution.

Both sybil and newcomer attacks are prevented by the attribute

registration scheme, where a node cannot re-register itself to

the attribute authority, as it records the attributes relation with

the actual device information.

VI. CONCLUSION

In this paper, we proposed a trust management framework

for decentralized IoT access control system, which aims to

provide secure and trustworthy access control while being able

to detect and eliminate malicious and compromised nodes.

We incorporate trust as a subjective belief of a node’s benign

behavior, stored in each nodes, while we define reputation as

a global view of a node’s activities, stored in the blockchain.

The trust and reputation values are progressively evaluated in

each interactions. We implemented a proof-of-concept imple-

mentation in a private Ethereum network of docker containers.

Experimental results show that our proposed framework only

incurs small processing delays and is feasible for trust man-

agement in decentralized IoT access control. Our conceptual

framework isblockchain agnostic and can also be implemented

in any blockchain instantiation that has a sufficient support for

smart contract execution.
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• Policy Contract: 

• Stores access policy

• Trust and Reputation System

• Record misbehavior and

calculate reputation

• Attribute Provider:

• Stores legitimate attributes.
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• Beta: 10

• Lambda: 0.95

• Gamma: 0.95

• a: 1 (asymptote)

• b: -6 (x-axis displacement)

• c: -0.1 (growth rate)

Reputation Trust

𝑅𝑒𝑝𝑖,𝑛 = ෍

𝑡=1

𝑛

𝛽𝑡𝜆
𝑛−𝑡 𝑙𝑛 𝑁𝑝𝑒𝑒𝑟𝑠 𝐼𝑛 =෍

𝑖=1

𝑛

𝛾 𝑛−𝑖 . 𝛿𝑖

𝑇𝑖,𝑗 𝐼𝑛 = 𝑎. 𝑒−𝑏.𝑒
−𝑐.𝐼𝑛

Ageing function

Gompertz growth function



ICITISEE 2024 Keynote Blockchain: Beyond Cryptocurrencies 29th August 2024

Summary

• Authentication and authorization are necessary in computer systems, even for 

IoT.

• IoT needs special requirement for authentication and authorization.

• Centralization has its own drawbacks, especially single point of failure.

• Blockchain has the potential of improving authorization scheme for IoT.
• Trust management has the potential to achieve a dynamic and flexible access 

control.
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Self-Sovereign Identity
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A credential is a piece of any document that details a 

qualification, competence, or authority issued to an individual by 

a third party with a relevant or de facto authority or assumed 

competence to do so.

- Wikipedia 
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Data Model – Verifiable Credentials (2)

29
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Microsoft Decentralized ID whitepaper
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Interoperable Self Sovereign Identity Architecture

31
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Thank you

32
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